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Kurt Gielen
COO - Shield vzw

Shield vzw

Stronger Together

A Cyber oriented non-profit for Healthcare & Education
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The challenges
We find ourselves in the eye of what could be a perfect storm

- Poorly funded sectors (at least with regards to the cyber domain)
o Under-staffed
o Under-skilled
o Budgettary constraints

- Very valuable information
- Very complex organizations (we do everything –ourselves-)
- Employer attractiveness (not very competitive)
- Open organizations

o Employees
o Contractors
o Doctors
o Patients & Visitors
o Students....

- Increasing regulatory obligations
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The challenges
Yet....

- The sector is a major player in the socio-economic sphere with potential
corresponding weight

- Every hospital/university lacks people and skills, but the sector as a whole
has numerous specialists (although tied up in other things)

- Every hospital/university lacks resources, yet is reinventing the wheel time
and time again

- Every hospital/university is tied up in long and complex purchasing
processes, yet we all need the same equipement and services to solve the
same problems

==> Major opportunities for deep cooperation
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That is where Shield comes in
• Build an all-encompassing sectoral Cyber Resilience architecture blueprint.

Focus of People, Processes and Technology. Both GRC and Tech matter

• Build a sector member initiative by and for it's members, aiming for deep, non-
opportunistic cooperation. No therapy sessions, but deliverable driven

• Unlock the weight potential of the sector and it's existing specialists through 
active community working. Engineers in the drivers seat and reward them

• Offer a complete catalogue of products and services, delivered by both Shield 
and partners.

• Take away the burden of administrative and legal aspects in purchasing
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"Shield vzw – STRONGER TOGETHER"

NON-PROFIT, COMMUNITY-DRIVEN SERVICE HUB FOR 

AND BY MEMBERS

Founded Nov/23, Operational Jun/24
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Shield landscape
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The 3 pillars of SHIELD

Partner management & 
Technology selection

Community Service Catalogue

▪ Focus group on priority 
themes

▪ Drafting of specifications and 
framework agreements per 
focus (group), depending on 
the sector priorities

▪ Framework agreement to 
which members can 
subscribe

▪ Members participate in the 
focus groups that help 
determine the content and 
priorities of the service 
catalogue

▪ Contributing to the design of 
the reference architecture and 
continuous improvement of it

▪ Knowledge sharing through 
publications and lectures

▪ Social community work

▪ Service catalogue of 
technology and 
services

▪ Implementation and 
support of the solutions
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Community operation
Reference architecture

▪ MISSION: Building and maintaining 
a fit-for-use cyber reference 
architecture

▪ Moving target consisting of many sub-
aspects: People/Tech/Processes

▪ Logical grouping in Focus Areas

▪ Developing a Body-of-Knowledge and 
associated products and services, 
by...
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… Developing and facilitating lively 
community work

▪ The community gathers the experts 
from the sector around a focus area

▪ The community organizes forums for 
knowledge sharing and assurance

▪ The community helps build the Shield 
reference architecture

Community operation
Reference architecture
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Community - Working Groups

Row Labels Count of Participants
Asset Mgmt & CTEM 8
Awareness 7
Backup & recovery (RfI) 3
Campus/DC networking & (micro) segmentation 11
CSIRT 3
Datacenter hardware & storage (RfI) 4
EEQ 7
Firewall 6
GRC 4
Pentest 6
XDR 9
Grand Total 68
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Focus Area
GRC

Focus Area
Endpoint Security

Focus Area
SOC

· XDR ·

Focus Area
Network Security

· Firewall ·

Partner management & Technology selection
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Focus Area - Network Security

▪ Lot 1 – Generic

▪ Lot 2 – Cisco

▪ Lot 3 – Palo Alto Networks

Shield partners

Focus Area - SOC

▪ Solution based on 

▪ Solution based on

Shield partners
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Focus Area - GRC
Shield partners

▪ Toreon

▪ Nviso

▪ Lot 1 - PC’s, all-in-one’s & workstations: 
Dustin/Bechtle (cascade)

▪ Lot 2 – Laptops: Dustin/Bechtle (cascade)

▪ Lot 3 - Mobile devices: Dustin/Bechtle (cascade)

▪ Lot 4 - Displays & projectors: Dustin/Bechtle 
(cascade)

▪ Lot 5 – Conference: Bechtle

▪ Lot 6 – Printing: Bechtle

Shield partners
Focus Area - Endpoint Security
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Focus Area
SOC

· CSIRT ·

Focus Area
Awareness

Focus Area
Network Security
· Bug-bounty pentest ·

Partner management & Technology selection

* *
*

* Proposed solution PoC FPS Public Health
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Service catalogue: Reference architecture
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Service catalogue – Reference Architecture 
Firewall NGWF Palo Alto
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Security Assessments
• Number of assessments performed: 30
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Dashboard
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Dashboard
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Service catalogue – reference architecture 
Assessments and GRC service
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Service catalogue – reference architecture 
Assessments and GRC service
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PoC FPS Public Health - Background
▪ In recent years, the FPS Public Health has launched a "Cybersecurity Programme" and made 

resources available to hospitals to increase their security level.

▪ In 2023, together with the FRZV, a partial joint approach was chosen in the pursuit of better 
price and quality for cybersecurity services.

▪ The goal is to help hospitals with (1) implementing security solutions, (2) sourcing cyber 
contracts, and (3) managing supplier quality.

▪ The POC consists of 4 phases, with specific objectives that must be achieved in order to 
proceed to the next phase.

▪ There are 28 places per phase, i.e. 1 hospital per hospital network and 3 psychiatric hospitals 
(3 waves in total up to 84 places).
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PoC FPS Public Health - Projects
▪ Baseline measurements: Maturity assessments 

→ the start for all participating hospitals

▪ Project 1: Common policy on medical devices

→ for the entire sector

▪ Implementation

→ based on individual priorities

▪ Project 2: Platform for Pentests and Bug Bounty

▪ Project 3: CSIRT subscription

▪ Project 4: Cybersecurity Awareness Programs
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Kurt Gielen
kurt.gielen@shield-vzw.be

mailto:wouter.demuynck@shield-vzw.be
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